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Abstract—  
The core of the brand new Industrial Electronics subject proposed 
in the MSc program in Industrial Engineering at 
Tecnun–University of Navarra is presented here. Students do 
laboratory exercises in which they design the safety-related part 
of a control system by means of an embedded platform (SBRio 
from National Instruments). Starting with the design and life 
cycle of any electronic device, the subject moves on to functional 
and non-functional requirements, mostly RAMS, highlighting the 
term reliability. With these concepts, the functional safety of an 
industrial system is studied through the ISO 13849-1 standard. 
The risk assessment determines the function that has to be 
protected and gives some ideas about how it should be done. This 
machinery standard proposes a category, and with it, an 
electronic or electromechanical system has to be designed and 
validated in order to mitigate the dangerous situation detected. 
The laboratory implementations are very useful for making the 
students navigate these concepts and methodologies. 
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I. INTRODUCTION 
s stated by the lecturers from UPV/EHU (Universidad 
Publica del Pais Vasco) in the introduction   of [1], 
presented at the last TAEE conference in Vigo in 2012, 

“are we able to teach how to realize or put on marketplace a real 
product?” (quotation from [1]). This question was also the 
starting point of a new subject created at Tecnun-University of 
Navarra by the Electrical and Electronic department for the 
MSc program in Industrial Engineering [2]. 
 This new subject, which is called Industrial Electronics, 
tackles this ambitious goal from the electronic and electrical 
point of view. The 80 students are separated in two groups and 
come from four different undergraduate degree programs: 
Industrial Technology Engineering, Mechanical Engineering, 
Electrical Engineering and Industrial Electronic Engineering. 
The students from the Industrial Technology Engineering 
degree are the only ones who are able to enter the Masters 
program directly. The rest of the students have to do an extra 
semester as a validation. Therefore, this course, which is 5 
ECTS, has to guide two very diverse groups into the Industrial 
Electronics world. 
 For that purpose, in the introductory lesson the design cycle 
of a generic electronic device is presented through an analysis 
of the CE marking imposed by the European Commission for 
many kinds of objects intended for sale. Ensuring consumer 
safety is the purpose of this European Directive and of the 
harmonized norms that should be met.  

Afterwards, explaining the term ‘safety’ from the electronic 
and industrial point of view leads to a discussion of the 

consideration and design of the SRP/CS (Safety Related Part of 
a Control System). Using a specific example in which the safety 
functions are implemented by means of electronic elements, the 
RAMS concepts (Reliability, Availability, Maintainability, 
Safety) are introduced and presented, though the primary focus 
in on the term Reliability. In order to learn the RAMS concepts, 
the hardware elements selected, the software functions and the 
communications that can be selected are explained as a 
break-down of the architecture of a complete industrial safety 
system. 

The last part of the subject demands the implementation and 
presentation of a real electronic embedded system representing 
the industrial safety function. The solutions have to be designed 
by each group, from the conceptualization of the problem to the 
software and control coding. The possible labs have to be 
implemented though the appropriate motors, sensors and the 
SBRIO platform from National Instruments [3], using several 
Labview ad-hoc programs. 

The last section of this paper presents the organization and 
the evaluation of the subject, followed by the conclusions. 

II. DESIGN CYCLE CONSIDERATION 
The design cycle of an electronic device is a core part of the 

life cycle of such systems. It is constrained by the initial 
requirement assessment step and the final step that validates the 
solution adopted. But several kinds of design cycles can be 
taken into consideration depending on the purpose of the 
solution demanded by the design. 

Figure 1, just below, summarizes in a circular diagram all the 
steps that can be undertaken from a design point of view, as 
proposed by the standardized report relating science, 
engineering and technology [4]. 

 

  
Fig 1: Steps in a design cycle 
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One can find a simple cascade methodology, which has no 
feedback loop following the validation of the solution. This 
means that a solution will be reached more quickly, but it will 
not be flexible to changes.  

To reduce the risks of design, a spiral methodology can be 
used. This methodology was originally conceived for 
risk-driven software designs and presented in 1986 by Barry 
Boehm [5], but it can be applied to any other type of 
development. One of the methodology’s main assets is the 
controlled evolution of the desired final solution. 

And, of course, the ultimate design methodology that 
reduces the inherent risks of any design is the V-cycle proposed 
in the IEC 61508 international standard [6]. It is proposed for 
hardware and software design and so it can be found in the 
representative diagram explaining it. For example, the figure 
just below depicts the 3 groups’ (design, validation and 
verification) work to be done for a safety-related software code.  

 

 
 

Fig 2: V-Cycle methodology for safety design 

 In these safety-related designs each level from Fig.2  
needs the participation of the 3 different groups: From the set of 
requirements specified, the architecture/module/function is 
designed. In parallel, the validation group has to prepare and 
design the validation tests for every single requirement of this 
level. And the verification group has a crucial job, which is 
controlling both design groups and double-checking their 
proposal against the norms and standards to be applied. 

Undoubtedly, the cost of the three methodology types is 
increased by the number of persons involved and the time that it 
takes to carry out all the steps. The selection of one over 
another, then, is a matter of time and money, and also of need. 
Safety-related designs require safety-related methodologies. 

III. DIRECTIVES AND NORMS 
Any product to be commercialized in the European Union 

needs to have the CE marking: “Conformité Européenne” as 
stated by Directive 98/63/EEC [7]. This directive is an 
amendment for many product-specific safety-related directives, 
as described in Article 1. Some of them are for non-electronic 
based products, such as construction products (originally 
89/106/EEC) or toy safety (originally 88/378/EEC). But a great 
many others directly affect the electronic-based systems. Some 
examples are the electromagnetic compatibility directive 

(originally 89/336/EEC), the machinery directive (originally 
89/392/EEC), and the low voltage directive (originally 
73/23/EEC), among many others. 

This document Directive 98/63/EEC is the flagship of the 
new approach defined by the European Union [8], and it details 
the amendments in its 14 articles. There are several mandatory 
points to be adopted by each country. The main points are 
summarized here: 

- Member States shall presume that products bearing 
the CE marking comply with all the provisions of this 
Directive, including the conformity assessment 
procedures. 

- The manufacturer or its authorized representative 
established within the Community shall affix the CE 
marking to each product and draw up a declaration 
of conformity. 

- The manufacturer or its authorized representative 
must be able to supply on request the approved body's 
certificates of conformity 

- Technical documentation must enable the 
conformity of the product to the requirements of this 
Directive to be assessed. 

- Among all, the manufacturer has to guarantee that its 
product fulfill the essential requirements. 

 
But what are these essential requirements? There is not a 

clear and direct answer for this question. The directives are 
written down in a generic way, and so there is a generic list 
of safety matters to be met. And then, for each product, the 
specific standards and subsets are those to be analyzed in 
order to extract figures and data.  

In the case of safety, physical safety and mechanical and 
electric dangers are widely detailed in the Type A standards: 
Basic Safety. Below that, the type B standards deal with the 
functional safety of the electronic control to be implemented, 
and even further below, the Type C standards are even more 
focused on each applications, as these are the documents that 
deal specifically with the requirements and conditions for 
each product. 

Figure 3, just below, lists the standard types for the 
machinery directive (2006/42/EC [9]), which is the one used 
in the next section. 

 

 

Fig 3: Machinery directive standards 

IV. SAFETY APPLIED TO INDUSTRIAL APPLICATIONS 
 This section presents the methodologies followed in order to 
design a SRP/CS system for industrial applications.   
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The two basic safety standards presented as type A standards 
are EN ISO 12100 [10] and EN ISO 14121-1 [11]. They 
introduce the first steps for the assessment of the risks to be 
counteracted.  

The first thing, obviously, is to set the requirements: What 
kind of safety system and has to be designed, and for what 
purpose? Three steps have to be followed: 

- Determine the limits of the machine or the industrial 
application (spatial, usage, timing, etc.). 

- Identify the dangers that apply, and estimate the risks. 
- Make an initial proposal of protections and 

recommendations. 
 
One of the most remarkable points of these basic safety 

standards is that every situation has to be considered, not only 
the normal functioning mode. Transport, assembly, 
maintenance, repair and cleaning are also sensitive moments 
for dangerous situations. 

That leads to the risk assessment, which can be undertaken 
by several techniques. 

A. Risk Analysis 
The leitmotiv of every company dedicated to risk reduction 

is that there are always risks. But conscious analysis can 
minimize them. And this is the powerful meaning of all the risk 
assessment techniques. 
 It can be said that they are synthesized by these three 
questions: 

- What can trigger a dangerous situation? 
- Which is the probability that such a dangerous 

situation will occur? 
- What are its consequences? 

Experience in such applications and/or machines and 
in-depth knowledge about their design and purpose is the most 
important part of every technique. For that ,a risk hunting 
meeting has to be organized using one of the following risk 
assessment techniques: “What-If” analysis, HAZOP, Fault tree 
Analysis (FTA), Failure Mode and Effect and Consequences 
Analysis (FMECA), As Low As Practicable Analysis 
(ALARP), etc. 

In the “What-If” Analysis, for example, the participants 
simply brainstormed about the undesired situations that lead to 
danger.  

In the HAZOP analysis, its complex flux diagram 
establishes that the assessment has to be done through the 
combination of guide words with the suitable process 
parameters. The most common guide words are No, Less, 
More, Part of, As well as, Reverse, Instead of. For instance, 
for an industrial reaction chain where two substances have to be 
combined in a very specific proportion, one of the critical 
process parameters is “flux”. This way, for instance, the 
combination of “No” and “flux” would lead the participants in 
this analysis group to determine what could happen if one of the 
materials to be mixed DOES NOT arrive at the mixing zone. 
With the second guide word, “Less”, the same exercise is 
proposed, this time considering the case where this substance 
arrives at the mixing zone with an inappropriate proportion 
relative to the designed use. This has be done and documented 
for each combination and for each suitable process parameter of 
the industrial process/machine under study. As a result, the 
situations that lead to dangers are highlighted and the risks have 

to be considered in order to propose mitigation techniques or 
implement safety systems. 

And that is the starting point for the electronic design: what 
has to be designed. 

 

B. New safety machinery standard – 13849-1[12]  
This standard is the core document for the safety design of 

industrial applications since 2006 (December 2009 in Spain).  
After doing the risk assessment described previously, every 

danger to human life is analyzed in terms of through concepts, 
through the process in Figure 4: 

- Severity of the consequences (S1: low and S2: high) 
- Frequency or time of exposure to the danger (F1: low 

and F2: high) 
- Reasonable possibility of avoiding or mitigating the 

danger (F1: possible in some circumstances and F2: 
rarely possible) 

 

Fig 4: ISO 13849-1 PLr determination 

 The result is the Required Performance Level (PLr). PLa 
leads to a less restrictive SRP/CS than a PLe, as shown by 
Figure 5, in terms of the average probability of dangerous 
failure per hour (PFHd). That put the Performance Level and the 
widely known Safety Integrity Level (SIL) in the same 
language. In this diagram, the SIL level is linked to the IEC 
62061 standard [13], which is the machinery derivative 
document of the EN IEC 61508 safety standard already 
presented in [6] for the V-cycle methodology for safety. 
 In this case, for these machinery specific SRP/CS designs, 
the ISO 13849-1 standard proposes five electronic system 
architectures, called Categories B, 1, 2, 3 and 4. They are 
presented in sub-section C below. 
 

 

Fig 5: PL equivalency with SIL 
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C. Safety function implementation and validation 
Every SRP/CS system to be implemented can be structured 

by the right combination of input, logic and output. For instance, 
a basic structure is shown in Figure 6. 

 

 
 

Fig 6: Basic Input-Logic-Output SRP/CS 

However, when working with machinery standard ISO 
13849-1, the five categories (B, 1, 2, 3 and 4) proposed are 
already mostly linked to the PLr to be covered by the added 
electronics: 

 

 
Fig 7: Category and PLr link 

As shown on the right side of the figure, B is the weakest 
structure in terms of reliability. It is also the simplest with an 
ordinary input (i.e., a sensor), an ordinary logic (i.e., 
Programmable Logic Control (PLC)) and an ordinary output 
(i.e., contactor). The ordinary elements are not specifically 
designed for safety operation, which is why they are restricted 
to this weakest category.  

If safetyspecific elements are used, all painted in yellow to 
match the worldwide standardized, the category and the 
reliability can then be increased. There is no need to specify all 
the particularities of these categories, but as the reliability 
increases, so does the complexity of the architectures of the 
SRP/CS. The safety elements and the structures can include 
redundancy of elements, sequential supervision of their 
operation, cross monitoring, a Build In Self Test (BIST), etc. 

 
Finally, the validation of the proposed SRP/CS has to be 

performed in order to check that it has covered the objective 
PLr. For that, three terms have to be calculated: 

- The Mean Time To Failure (MTTFd) data of the 
electronic/electromechanical architecture designed. 

- The average Diagnostic Coverage (DCavg), which 
determines the percentage of detected failures over 
the total failures. 

- The Common Cause Failure (CCF). 
All these three elements have to use the data and check lists 
present in the standard document. They cannot be 
reproduced in this paper, but in the end, they are all gathered 
in the next figure, where the conclusions arise regarding the 
validation over the initial required performance level, PLr. 
 

 
 

Fig 8: Performance Level validation table 

V.  LABORATORY EXERCISE DESIGN 

In order to put the risk analysis into practice in the lab, each 
group of students is given the requirements determination, the 
design methodologies and knowledge about sensors and 
actuators in order to carry out the exercise. 

A. SBRIO platform 

The embedded platform selected for implementing the 
designs resulting from the previous analyses and considerations 
is the Single Board SBRIO from National Instruments. The 
model used is SBRIO 9631. Its components and characteristics 
are presented in the next figure, Figure 9.  
 Figure 9 shows the Input / Output slots (110 digital I/O ports, 
4 analog inputs and 32 analog outputs), where sensors and 
actuators from any category can be connected, and they are 
managed by the FPGA Xilinx Spartan and the Real Time 
Microprocessor. The modular and scalable embedded platform 
also has any kind and number of Input-Logic-Output structures. 

B. Kind of solutions to be adopted 
As an example of the kind of exercises proposed to the 

students, an application with the control of two servos (one with 
continuous rotation and the other dedicated to specific 
positions) is presented here with two different triggering 
sensors.  
 The core of this application gets the signal from the 
High-Low analogue sensors (for instance a PIR sensor to detect 
the presence of someone around a moving dangerous object). 
The SBRIO takes this signal and processes it in the FPGA and 
sends it to the RT Microcontroller.  

There, in the main application embedded in the 
microcontroller, the value sent by the sensor is plotted and 
compared with the first triggering threshold voltage set by the 
designer. A value higher than this first trigger would activate 
the alarm and a LED would be switched on. If the value sent by 
the sensor exceeds the second triggering level, then the PWM 
function that controls the rotation of the motor is disabled and 
the motor is stopped. The risky situation would be stopped by 
the sensor warning signal.  
 Figure 10a and Figure 10b show the front panel and the block 
diagram in the Labview coding and Figure 11 presents a picture 
of the simplified implementation of the SRP/CS function. 
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Fig 9: Single Board SBRIO components  
 

 
 

Fig 10a: Labview application front panel and block diagram  
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Fig 10b: Labview application front panel  

 
Fig 11: Implementation of the SRP/CS  

 

VI. SUBJECT EVALUATION 
The Industrial Electronics subject is part of the brand new 

MSc program in Industrial Engineering at Tecnun– 
University of Navarra. 
 It is worth 5 ECTS and the evaluation has three main 
steps: 

- 50% Theoretical exam 
- 20% Evaluation of intermediate lessons (gradual 

analysis for the laboratory exercise) 
- 30% Laboratory evaluation 

 
That means that half the points of the students’ evaluation 

depends on the analysis, implementation and validation of 
the safety functions of each exercise proposed to them. The 
Bologna philosophy applies to this subject applies the 
evaluation of the theoretical matters in short exercises to the 
final laboratory exercise. 

During the first third of the subject, design cycle concepts, 
RAMS concepts and risk analysis are presented theoretically 
to the students. Some videos on real implementation are used 
in order to make students detect the failures in some 
processes that could be improved by the use of electronics. 
As a first step toward the final exercise, each group is asked 
to present a realistic risk analysis of the lab that has been 
assigned to them. The “What-if analysis” procedure is 

applied by the students to reveal the risks that would be 
improved by the safety related functions. 

In the second third part of the subject, a selection of 
hardware elements and communication protocols and 
configurations are introduced. The evaluation of this part is a 
short report with their configuration proposal and a 
breakdown of the elements to be included in that system. 

In both intermediate exercises, the point of view of the 
teacher has been also given to them. The evaluation of each 
is 1/10. 

Finally, the groups implement the appropriate safety 
functions embedded in the SBRIO. Seven different types of 
sensors and two different types of motors have been acquired 
for the laboratory. The students work with them in the most 
appropriate way in order to reproduce the ideas that were set 
out in their reports. The evaluation of this part (3 points over 
10) is a sort of explained demonstration. The students present 
a working system and explain the reasons behind the 
architecture and the reactions. The process is like in a real 
world implementation, but helped by an easy embedded 
programmable platform 

As a hint for other teachers, cheap and easily connectable 
sensors were purchased from Iteadstudio Company. These 
are the electronic brick type of sensor [14]. 

VII. CONCLUSIONS 
By means of the use of the embedded platform SBRIO from 

National Instruments, the students are able to deal with real 
methodologies concerning the safety functional issues of 
industrial applications. One of the most important objectives of 
the course has been positively evaluated by the students in the 
periodic feedback they are asked to provide: deal with real 
problems. The solutions and the ways of tackling them has been 
done with compact cheap electronic and an easily 
programmable environment, such as Labview. 

Moreover, all the introductory topics here presented for 
machinery and industrial applications have also been detailed 
for embedded systems designs for safety applications. They are 
all based on the same principles of risk reduction. 
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